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1. OO0 npeacTaBsiHe HA AHCEPTAIHOHHHS TPYA

1. IIpeamet

[TIpeameTsT Ha AMCEPTAUMOHHMS TPYyH ONpedesieH OT aBTopa €: ,uHpopmayuonnama
cueypnocm na 30pasnume 3agedenus 6 buaeapusa, eapanmupawya msaxuomo 6ezonacho
@yukyuonupane u usnvinenue Ha oeunocmume 6e3 nperveeane. OCHOBHATa Lel
JeKyiapupaHa B JHUCEPTAllMOHHHUS TPYH € ,aHalu3 Ha OCHOGHUME 3anaaxu u npobaemu na
ungopmayuonna cueyprocm na sopasnume 3agedenus 6 bvneapua wpaspabomeane na mooen
3a ux@opmayuonna cueypHocm, cvobpazen ¢ ocobenocmume Ha neyebnume 3déedeHus,
npeonaeawyu  6oanuyna nomowy mun Mnoconpoghurna 6onnuya 3a  akmueno Jneyenue
(MEAJI).* U3cnenoBaTesickara Te3a Ha aBTOpa €, Y€ ,HUE0MO HA UHPOPMAYUOHHA CUCYPHOCT
Modce 0a 0vOe NoGuuieHO, NOCPedCmEoM NpulazaHemo Ha MoOoen 3a UH@OPMAayuoOHHA
cueypnocm, 6asupan Ha 000pu NPAKMURY, OMe0GAPAW HA CMAHOAPMU 3d CUCYPHOCM U
YOO0GAEmMGOPAGALY HOPMAMUGHUME U PecyIamOopHUme USUCKEANUs'™ .

B cphoTBETCTBME C AeknapupaHaTa L€l M Te3a, aBTOPBT € AedUHUpal NeT 3aaayd,
pa3pellilaBaHETO Ha KOWTO, CMOpeld HEro, lie JOBeAe O J0Ka3BaHe Ha W3cjeloBaTesicKaTa
te3a. OCHOBHATA 3ajjaua Ollpe/ie/ieHa OT aBTopa €: papabomeane na KOHyenmyanen Mooen 3a
unghopmayuonna cueypnocm na MbAJI, cvobpasen ¢ 6vrcapckume ycnogus.

2. Obem

ucepranusita uma odw obem ot 175 cTpaHMIHM. KAaTO OCHOBHHUAT TekcT € 160
CTpaHUUH, a NOCAeAHUTE |5 cTpaHULIM Cca IMTEpPATypHU U3TOUHUUM. B HauanoTo uma cruchbK
C M3MOJ3BaHUTE CHKPALLEHHUS.

3. CtpykTypa (yBOI, U3JI0XKEHHUE U 3aKITIOUEHHE)

B yBoaBT ca mocoyeHM UeNTa, MpeaMETHT, M3CIeqOoBaTeslcKaTa Te3a U OCHOBHHUTE
3a7iayy, KOUTO C€ pelIaBaT B AUCEPTAlUATA.

B nbpBa rnasa ca pasriefaHu npoOneMuTe 3a MHPOpPMaALlMOHHATA CUTYPHOCT B
3apaBHUTE 3aBefeHUs. [locoueHM ca NPUHUMNMTE W KOHUENUMsATa 3a WHPOpPMaLMOHHA
CUTYPHOCT M HEOOXOJAMMOCTTA OT apXUTEKTypa 3a MHpOpMaLMOHHATa cUrypHOCT. ChIIO Taka
OTAEJCHO € CHNelHalHO BHHMaHME Ha OLICHSABAHETO MW YINPABJIEHUETO Ha pHUCKa 3a
MHpopMallMOHHATa CUTypHOCT. Hakpas Ha nbpBa rnaBa ca pasrjenaHu crneuudukara M
ChbBPEMEHHUTE TEHIACHLMU B OCHUTYpsiIBAaHETO Ha MH(OPMaLMOHHATa CUTYPHOCT B 3[paBHUTE
3aBe/ICHUsI.

BbB BTOpa riapa ce npaBu aHanau3 Ha NMpPaBHO-OPraHU3alMOHHUTE, TEXHOJOTHYHUTE U
MKOHOMMUYECKUTE acCrneKTH Ha HHpOpMallMOHHATA CUTYPHOCT B 3JpaBHUTE 3aBEICHUS.
Pasrnenanu ca MOJIMTUKUTE, CTAHJAPTUTE M NPOUEAYPUTE peryaupaiiu UHQopManHoHHATa
curypHoct. [lpaBH ce cpaBHUTENEH aHaIM3 Ha TEXHOJOTMUTE OCHUIYpsiBAllM 3alllUTa Ha
nHpopmauusta 1 SWOT ananu3 Ha U3MON3BAHUTE TEXHOJIOTHH.

B ocHoBHaTa TpeTa rnaea Ce MpaBW aHaaU3 Ha CbCTOSIHUETO HAa WHPOpMaUMOHHATa
CUTYPHOCT B 3[paBHUTE 3aBeicHUs. M3cieaBaHo € CbCTOsIHMETO Ha HMHQOpMauMOHHATA
CUTYpPHOCT B 31paBeona3BaHeTo. HampaBeHo € mnpoyuBaHe Ha TEKYILOTO CbCTOSHHE Ha



MHdOpMaLlMOHHATa CUTYpDHOCT Ha JeyeOHHMTe 3aBefeHMss B bwarapusa. Ilpennoxen e
KOHUENTYaleH MoJen 3a HHdopMaunoHHa curypHoct Ha MBAJL.

B 3akmoyeHuneTo ca 00001EHH pe3yaTaTUTE OT M3CJIeABAHETO.

4. Mi3non3Bana nutepartypa

M3non3Banara JuTepaTypa € B 00eM OT 15 CTpaHMUM, KaTO H3TOUYHHLMTE HE ca
HOMEpPHpaHH, ThbH KaTo € M30paHa CHCTEMa Ha UMTHpaHE Cnopen aBTop M roauHa. Ilpasu
BIE€YaT/IEHUE OrPOMHHUAT OpOH U3TOUYHHUM HA AHTJIMHCKH €3HK.

5. Ilpunoxenus.

B mMcepraumsTa HaMa NpPHIIOKEHHS.

I1. llpenenka Ha popmaTa H CHLABPKAHUETO HA AUCEPTANHOHHUA TPYI.

1. TlpeneHka Ha aKTyaqHOCTTa Ha pa3pabOTBaHUs B JUCEPTALMsITA HayueH npobiem u
dopMmynupaHuTe: NpeAMET M OOEKT, AOKTOpPCKA Te3a, W3CIeOBATEICKH UENH, 3aJauyd M
METOJM Ha H3CJIe/IBaHe, sICHOTA M apryMEHTHPAHOCT Ha HIEUTE, OTKPOSHOCT Ha HOBOCTHTE

[lpeamMeTsT Ha [AMCEpPTALIMOHHMS Tpyd € MHOro axtyajeH. Puckosere 3a
MHGOpMallMOHHATa CUTYPHOCT B 3/IDaBHHUTE 3aBEJCHHS € OTPOMEH M HENMPEKbCHATO HApacTBa.
B ycnoBusiTa Ha TeKyllaTa NaHIEMHs, PHCKOBETE OT HW3THYaHE Ha LIEHHAa 3JpaBHa
uHpopMalMsi ca OrpPOMHH, TbH KAaTO XHJSAM XOpa TNpeMHHABaT BCEKMIHEBHO Mpe3
OonHMYHUTE 3aBeleHMs. (CbCpeloTOYaBaHETO, OOSACHMMO, € BBPXY TAXHOTO JIEYEHHE, a
OCHI'YPSIBAHETO Ha BHMCOKa CTEMEH Ha CHTYPHOCT Ha JOCTBbNA A0 MHPOpPMAUHs, € NOCTaBEHO
Ha Jpyra IMjIoCKOCT.

B nuceprauvoHHMs TPy € NMOCTaBeHa 3HaYyMMa HayyHa LieJl, KOSITO € ONpeAMeTeHa ¢
M3CIEOBATENICKK  3aJayd, KOMTO HAMBIHO CcrnocoOCcTBAaT 3a HEHHOTO pean3HpaHe.
M3cnenoBarenckara Te3a CbUIO € JIOTHYHA M MOC/IENOBATE/IHA M OTpas3siBa MpPeAMETHUS
3aMHCBJ Ha pa3paboTkara. JJOKTOpaHTHT € NOCOYHII KOPEKTHO OrPAaHHUYHTENIHHTE YCIOBHS Ha
pa3paboTKara.

HoBute MOMeHTH B pa3paboTKaTa ca MOAXOAAILUO HJKOCTPHPAHH M MHOro ao0pe
OTKPOEHH B TpeTa rjasa.

2. AHann3 Ha CTeneHTa Ha pa3paDOTEHOCT Ha M3ciaeABaHaTa npodieMaTHKa OT APYrH
YUYEHH M JOKOJKO € OTpa3eHO COOCTBEHOTO OTHOLIEHME Ha aBTOpa MO pa3rexJaHUTe
BBIIPOCH.

B naucepraumsita ca pasrieJaHH HMIEHMTE Ha JPYIMTE YYEHM IO BBIIPOCHTE 3a
MHpOopMaLMOHHATa CUTYPHOCT. B mbpBaTa riasa ca MOCOYEHH MHOXECTBO M3CJIEJBAHMS H
MEXIyHapOJHH CTaHAApTH, BbPXY KOHMTO CTBIBA HM3rpaX{IaHETO Ha HaJeX[HAa CHCTEMa 3a
CHUTYPHOCT.

KbM aucepTauMoHHMS TPYA Ca MPHUIIOKEHH TPH JOKIAa, €Ha CTaTHs M €IHa CTYIHsI.
[TocoueHnTe nyOJMKaUMH OTpa3siBaT B 3HAYMTENHA CTENEH OCHOBHHUTE TNOCTHXKEHHS Ha
JMCEPTALIMOHHHUS TPYA M OTHOWEHHMETO Ha aBTOpa MO BCHYKH 3acerdatd BbIpPocH. IlourH
1s1aTa TpeTa r1aBa Ha AMCepTauMsaTa € myOJMKyBaHa B CbBMECTHA CTY/HS, KaTO ¢a MOCOYEHH
CaMOCTOSITEJTHUTE TOUKH, HAalTHCAHH OT AMCEPTAHTA.

3. MueHue 3a obeMa Ha IMCEPTALUMOHHHS TPy

O6eMbT Ha JAHCEPTAUMOHHMS TPYI € HaNbJIHO JAOCTAThYEH, 3a OTpa3sBaHE HAa UIEHTE
Ha aBTOpa M 3a MpeJCTaBsHE Ha KOHUENTyaJHHMs MoJeN 3a MHGOPMaUMOHHA CHTypHOCT Ha
MBAJIL.

4. MHeHHe 3a Ka4ecTBOTO U Oposi Ha NPeAIOKEHHs HIIFOCTPATHBEH MATEPHAJ — CXEMH,
rpadukH, TaOIMUHM K Op.

Juceprauusta cbpAbpKa MHOro TabnMUM M HMIKOCTpauHMH. JlocTaThuHM ca 3a
OTpa3siBaHe M 3a MIIOCTPUPAHE HA HIEHTE Ha aBTOpa.

TabauumTe ChABPXKAT 3HAUMTENIEH CPABHMUTEJNEH M aHaJIMTHYEH MaTepHag W MHOIO
noOpe WIOCTpUpaT MAeuTe Ha aBTopa. B no-ronsMara cu yacT TablIMUMTE ca OpHIMHAIHH,
aBTOpckM. MmocTpauuuTte B MbpBUTE [BE T[JIaBM C€a MPEBOA HA OBIrapckH OT YYKAW
MIIIOCTpPAUMH, KaTO MOJ BCSAKA OT TAX KOPEKTHO € MOCOYEH HM3TOUHHMKa. MmocTpauMuTe B



TpeTaTta rjaBa ca H3UsJI0 aBTOpPCKH. OCHOBHMTE [BE HIIOCTPALIMH, KOHUTO TMpPEACTaBST
rJaBHaTa Hjesi Ha aBTopa — apXUTEKTypaTa 3a yINpaBJieHHE Ha CUTYpPHOCTTAa B 3[paBHOTO
3aBeaeHue ca ¢ur. 3.7 U 3.8 Ha cTpaHULM CbOTBETHO Ha 151 u 152.

5. OTHouleHHE MO Hay4HaTa, €3MKOBaTa WM CTUJIOBaTa pelaKUHsl — U3ObpPKAHOCT Ha
HayyHHs anapaT. HaJlWM4He Ha OTKJIOHEHHs. NMOBTOPEHHS, Ha JIOTHYECKH TMPOTHBOpPEUHSI,
Cbpa3MEPHOCT HA YaCTHUTE U T. H.

Juceprauusita € Ha 10oOpO HHBO MO OTHOILIEHHE Ha Hay4yeH e3uK M cTua. He ce
HaboaBaT MOBTOPEHHUS HJIM OTKJIOHEHUS. TekCcThT € 100pe CTPYKTYpHpaH JIOTHUECKH.

CroTHOIIEHHETO MeEXAy oOeMHUTe Ha TpuTe TI1aBd e jAoOpe OamaHcHpaHo,
npubnuszurenHo | xeM 1.1 xpM 1.4. B noruyeckn U CMHCIOB acmekT CTPyKTypaTa € B
CBHOTBETCTBHE C TEKCTa HA JUCEpTALHUATA.

6. [IpeueHka Ha KOpEKTHOCTTa U HeOoOXOAHMMOCTTA OT CTaTHCTHYecKa oOpaboTka Ha
eMIMPUYHH JAaHHU — U3YHUCIUTEIHH NpOUEAYpH, 3HaUYeIlM LHdpU u 1p.

3a HyXAUTE HAa HAYYHOTO H3CJE/BaHE AUCEPTAHTHT € MPOBEJ aHKETHO Mpoy4yBaHe Ha
CBhCTOSIHHETO Ha HHGOpPMALMOHHA CUTYPHOCT Ha JieueOHUTe 3aBeieHus B bbarapus u onnaitn
npoyyBaHe Ha mnyOJIMYHO JOCThIIHaTa HHQpacTpykTypa Ha JieueOHUTE 3aBeACHHS.
[IlpoyuBanero € cneuudHLHPaHO MHOrO MPAaBHJIHO — 4YacT OT HEr0 € HAcOYEHO KbM
MEOULHHCKHUS TmepcoHan, a Bropa aHkera kbM IT cnyxurenure. Pesynrarute ca
WIIOCTpUpaHu MHoro goOpe ¢ met auarpamu — ¢urypu 3.1, 3.2, 3.3, 3.4 u 3.5. Te3u ner
JUarpaMy ca 4YeTHMH U MHOTO SICHM H JONPUHACST MHOTO 3a pa30HpaHETO Ha aBTOPOBHTE
HIeu.

7. MHeHHe [JOKOJKO KaHAWAAThT € CHa3wl T[paBujaTa HAa Hay4yHara €THKa
(HEKOPEKTHO LMTHpaHE Ha JMTepaTypHUTe H3TOYHHUIM. NyOnHKyBaHe Ha €OUH M ChlI
PBKOMKC Ha pa3JIMYHH MECTa, TUIarHaTcTBO, HOBHST MNpobiieM ,.copy-paste” B HAy4yHOTO
TBOPYECTBO)

JIOKTOPaHTBHT € UMTHpal KOPEKTHO JHTEpaTypHHUTE H3TOYHUUHK. [lo Moe MHeHHe
OposT HA JIMTePATYpHUTE HU3TOUYHHLIM € HANbJIHO JOCTATHYEH W OTrOBOPs HAa TeMaTHKaTa Ha
JUcepTaLHUsTa.

8. MHeHHe OKOJIKO aBTopedepaThT OTpa3siBa TOUYHO U M'BJIHO Tpya.

ABTOpedepaThT KbM JUCEPTALMOHHUS TPYA MMa ONTUMAaNeH 00eM U CTPYKTYpa, KaTo
NpeAcTaBsi B CTerHaT B OCHOBHHUTE MOCTHIKEHHS U NOJIyYeHH pe3yaTaTH B pa3paboTkara.

III.Hay4yHH ¥ HAYYHO-TIPH/I0KHH MPHHOCH HA AHCEPTALHOHHHSA TPYA.

1.Cpabpika M npeyiaraHusiT TEKCT pa3BUTHE HA CHINECTBYBAILHM H/WIM U3AUTaHE Ha
HOBHM HaY4YHH HJIEH M pe3yJITaTH ¢ MHEHHE 3a TIXHATa 3HAYUMOCT.

HanpaBeHun ca aBe aHKeTHH mnpoyuBaHus, HacoueHH KkbM HWT cneumanuctu u
MEAMLIMHCKH TEpPCOHaN 3a YCTAHOBSIBAHE Ha TEKYIIOTO ChCTOSIHUE Ha MHGQOpMalHOHHATa
CUTYPHOCT B 3/IpaBHHUTE 3aBeicHUs. Te3u npoydBaHMs MOANOMArar Ha aBTopa Mo-HaTaTbK Ja
M3rOTBH MBJIEH aHAJIW3 Ha W3CJieaBaHus npobaem.

M3BbpiieHo € TeOpeTUHHO Mpoy4BaHEe HA JUTEpaTypHUTE M3TOYHHLHM M Ha Oa3a Ha
NpOBEJCHUTE €MITMPHYHH H3CJEIBAHHUSI € NMpPEeMIOKEH KOHLENTyaleH MoJeln, KOWTO MMa 3a
LeJT MOCTHIaHETO Ha ONTHMAaIHO HUBO Ha 3alllMTa Ha HHopMalusTa B JieueOHO 3aBeeHHe OT
tin MBAJL. Mogenst 3a uHPopMaUHOHHA CUTYpHOCT € Oa3upaH Ha noOpH MNpaKTHKH,
OTroBapsill Ha CTaHJApTH 3a CHTYPHOCT W yJOBJIETBOPSIBAILl HOPMATHBHUTE U PEryJaTOPHUTE
n3uckBanus [lpennoxeHure OT aBTOpa MAEH c€a HAMbJIHO IPUIOKHMH B MpPAaKTHKaTa Ha
neyeOHuTe. Haii-ueHHOTO cmopen MeH €, 4e NpellokKeHaTa OT aBTOpa apXHTEKTypa 3a
yNpaBj€HHE Ha CHIYpPHOCTTa B 3[PAaBHO 3aBEJEHHE HE H3HMCKBA TOJIEMH HHBECTHLMH, a
ChIJIacyBaHe MEXy OTACIHUTE YHaCTHHUH B KOMYHHKALMATA.

B pa3paboTkara ca npeactaBeHH HMpPOK HAbOp OT TEXHOJIOTHH: 3a OCHrypsiBaHE Ha
MpEXOBaTa CUTYPHOCT: 3a OCUTYPsIBAHE HAa CUTYPHOCTTA Ha MpPHIIOKEHHUATA U yCTPONCTBATA,
KOUTO paboTAT ¢ AOCTBN 1O MpexaTa W YNpaBlisiBaHE Ha ys3BUMOCTHTe WM. Hampasen e
SWOT ananu3 Ha TEXHOJIOTHHTE, OCUrypsiBalld HHGOpPMALMOHHATa CHUTYPHOCT, KaTo €



HampaBeH H3BOJA. Y€ TEXHHUTE CHJIHHM U CJIabU CTpaHU. OMAcHOCTH U HOBH Bb3MOXKHOCTH
TpsaOBa ga ObJAaT OCHOBA 3a KPUTHYHA OLEHKA MpH TIXHOTO BHEAPSIBAHETO B
MH(OPMALMOHHUTE CUCTEMH.

2.MIMa M gaHHH, 4Ye NpeasioXXeHUTe UAEH U pe3ysITaTH Bede ca HaMEpPHUJIH OT3BYK M
NpU3HaHKE B ClleHaIM3MpaHaTa Hay4yHa JIMTepaTypa.

He 06sxa HamepeHHM UHMTAaTH Ha MpeIOKEHUTe OT aBTopa nyOnukaund. Camute
nyoaMKauMyd ca MHOIO CKOpOLIHM, Taka 4e €€ OuYaKBa OT3BYKBT Ja C€ IMOSBU Ipe3
clieBallliTe TOJUHHU.

IV. KpHTH‘IHH 6€J'ICDKKH, BbLbHPOCH H NPENOPbLKH 10 JHCCPTAHOHHHA TPYA.

Pa3zpaGoTkata cBuAeTENCTBA 3a A0OpaTa OCBEIOMEHOCT Ha aBTOpA MO OTHOLUEHHE Ha
yIpaBJeHHETO Ha HH(OPMALIMOHHATA CUTYPHOCT B 3ipaBHUTE 3aBEJCHHUS.

3abenexKUTE MU C€ OTHACAT KbM (PUIypHTE. KOUTO B rojisiMa 4acT ca OT JIMTepaTypHH
U3TOYHHUM. B eaHa nmucepraums 6u TpsbBano na npeobiaasaBaT aBTOPCKUTE (QHUIYypH H
WIIOCTPALlMK M TO HE caMO B aHaJUWTU4YHaTa Tpera riaba. OcHoBHure ¢ur. 3.7 u 3.8,
NpeacTaBsly aBTOpoBaTa KOHLEMIHS, ca ¢ JOCTA JIOUIO Ka4eCTBO Ha BU3yalu3alusl.

BbnpochT MM ce OTHacs [0 3aliyTara Ha JaHHHTE BbTpPE B CHCTEMAara upe3
KpUNTUpaHe Ha AaHHUTe (pa3rienaHo Ha cTp. 154-155). KakBo € MHEHHETO Ha aBTOpa — TOBa
HsiMa JIM fa 3a0aBu 3HAaYUTENHO 00paboTKaTa M MojlyyaBaHe Ha OTIOBOP B PEAJHO BpEME, Thil
KaTo BCSKO JEKPUIITUpaHE H3MCKBAa Bpeme. Pa3snuuHHMTE HMBAa Ha KpPUITHpPaHE, KAaKTO €
MOCOYMJI aBTOPBT, B KOM CJIyyaH MOrar a ce npuiarar?

V. O00011€H0 3aKJI04MEeHHE H CTAHOBHIILE.

PerieH3MpaHUAT AMCEPTAaUMOHEH TPy CBHIETENICTBA 3a NPHTEXKABAHHUTE 3HAHHUS H
YMEHHUS Ha JMCEpTaHTa Ja IpOBEXJa CaMOCTOATEIHO Hay4HO-NPUJIOXKHO H3cieasaHe. Ha
Oa3ara Ha ropeu3sio)KeHaTa MpeLEHKa Ha INpeAcTaBeHaTa pa3paboTka CYHMTaM, Y€ ca
u3nbiaHeHd wusuckBaHusta Ha 3PACPB, IlpaBunnuka 3a npunoxenue Ha 3PACPB
[IpaBuiHMKa 3a pa3BUTHETO Ha axkaaeMHuHuss cuctaB B L, JI. A. lleHOB”, OTHOCHO
nosnyyasaneto Ha OHC “Jlokrop”. [laBaM mosioxHTe/Ha oueHKa - JIA, Ha JucepTauHOHHUS
Tpya. KaTo MpejiaraM Ha Hay4yHOTO XXypH Ja NpUChAM Ha Braaucnas Brnaaumupos Bacunes
obOpa3zoBareslHa M HaydHa cteneH “JlokTop”, NOKTOpCKa nporpama .. DHJIOXEHHE Ha
M3YUCIIUTETHATA TEXHUKA B MKOHOMHKATa".

Jlata: 28.05.2021 r. PeueH3eHT:
. JlazapoBa)
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I. General presentation of the dissertation

1. Subject

The subject of the dissertation defined by the author is: "information security of health
facilities in Bulgaria, ensuring their safe operation and implementation of activities without
interruption". The main goal declared in the dissertation is "analysis of the main threats and
problems of information security of health facilities in Bulgaria and development of a model
for information security, in accordance with the peculiarities of the medical establishments
offering hospital care type Multi-profile hospital for active treatment”. The author's research
thesis is that “the level of information security can be increased through the application of an
information security model based on good practices, meeting security standards and meeting
regulatory and regulatory requirements”.

In accordance with the declared goal and thesis, the author has defined five tasks, the solution
of which, in his opinion, will lead to the proof of the research thesis. The main task defined by
the author is: “development of a conceptual model for information security of MHAT, in
accordance with the Bulgarian conditions”.

2. Volume
The dissertation has a total size of 175 pages, the main text is 160 pages, and the last 15 pages
are literary sources. At the beginning there is a list of abbreviations used.

3. Structure (introduction, presentation and conclusion)

The introduction indicates the purpose, subject, research thesis and the main tasks to be
solved in the dissertation.

The first chapter deals with the problems of information security in healthcare facilities. The
principles and the concept of information security and the need for information security
architecture are indicated. Special attention is also paid to information security risk
assessment and management. Finally, the first chapter examines the specifics and current
trends in ensuring information security in health care facilities.

The second chapter analyzes the legal-organizational, technological and economic aspects of
information security in health care facilities. The policies, standards and procedures governing
information security are discussed. A comparative analysis of the technologies providing
information protection and a SWOT analysis of the used technologies is made.

The main third chapter analyzes the state of information security in health care facilities. A
bibliographic study and a survey of the current state of information security of medical
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institutions in Bulgaria were conducted. A conceptual model for information security has been
proposed.
The conclusion summarizes the results of the study.

4. Literature

The used literature is in a volume of 15 pages, and the sources are not numbered, as a system
of citation is chosen according to author and year. The huge number of sources in English is
impressive.

5. Appendix
There are no appendices to the main text in the dissertation.

I1. Assessment of the form and content of the dissertation.

1. Assessment of the topicality of the scientific problem developed in the dissertation and
the formulated: subject and object, doctoral thesis, research goals, tasks and research
methods, clarity and argumentation of the ideas, distinctness of the novelties

The subject of the dissertation is relevant. The risks to information security in healthcare
facilities is huge and constantly growing. In the current pandemic, the risks of leaking
valuable health information are enormous, as thousands of people pass through hospitals
every day. The focus, understandably, is on their treatment, and ensuring a high degree of
security of access to information is placed on another plane.

In the dissertation work a significant scientific goal is set, which is materialized with research
tasks that fully contribute to its realization. The research thesis is also logical and consistent
and reflects the subject matter of the development. The doctoral student has correctly
indicated the restrictive conditions of development.

The new moments in the development are appropriately illustrated and very well highlighted
in the third chapter.

2. Analysis of the degree of elaboration of the researched problems by other scientists
and to what extent the author's own attitude to the considered issues is reflected.

The dissertation discusses the ideas of other scientists on information security. The first
chapter lists a number of studies and international standards on which to build a reliable
security system.

Three papers, one article and one study are attached to the dissertation. These publications
significantly reflect the main achievements of the dissertation and the attitude of the author on
all issues. Almost the entire third chapter of the dissertation is published in a joint study,
indicating the individual points written by the dissertation.

3. Opinion on the size of the dissertation

The size of the dissertation is completely sufficient to reflect the author's ideas and to present
the conceptual model for information security of the hospital.

4. Opinion on the quality and number of the offered illustrative material - schemes,
graphs, tables, etc.

The dissertation contains many tables and illustrations. They are enough to reflect and
illustrate the author's ideas.

The tables contain significant comparative and analytical material and very well illustrate the
author's ideas. For the most part, the tables are original, author's. The illustrations in the first
two chapters are a Bulgarian translation of foreign illustrations, and under each of them the
source is correctly indicated. The illustrations in the third chapter are entirely original. The
main two illustrations that present the main idea of the author - the architecture for security
management in the health facility are fig. 3.7 and 3.8 on pages 151 and 152, respectively.
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5. Attitude in the scientific, linguistic and stylistic edition - endurance of the scientific
apparatus, presence of deviations, repetitions, logical contradictions, proportionality of
the parts, etc.

The dissertation is at a good level in terms of scientific language and style. No recurrences or
deviations were observed. The text is well structured logically.

The volume ratio of the three chapters is well balanced, approximately 1 to 1.1 to 1.4. In
logical and semantic aspect the structure is in accordance with the text of the dissertation.

6. Assessment of the correctness and the need for statistical processing of empirical data
- calculation procedures, significant figures, etc.

For the needs of the research the dissertation has conducted a survey of the state of
information security of medical institutions in Bulgaria and an online study of the publicly
available infrastructure of medical institutions. The survey is specified very correctly - part of
it is aimed at medical staff, and a second survey of IT staff. The results are very well
illustrated with five diagrams - figures 3.1, 3.2, 3.3, 3.4 and 3.5. These five diagrams are
readable, very clear and contribute a lot to the understanding of the author's ideas.

7. Opinion on the extent to which the candidate has complied with the rules of scientific
ethics (incorrect citation of literary sources, publication of the same manuscript in
different places, plagiarism, the new problem of "copy-paste' in scientific work)

The doctoral student quoted the literature correctly. In my opinion, the number of literary
sources is completely sufficient and corresponds to the topic of the dissertation.

8. Opinion to what extent the abstract accurately and fully reflects the work.
The abstract to the dissertation has an optimal volume and structure, presenting in a concise
form the main achievements and results obtained in the development.

I11. Scientific and scientific-applied contributions of the dissertation work.

1. Does the proposed text contain the development of existing and / or the raising of new
scientific ideas and results with an opinion on their significance.

Two surveys were conducted, aimed at IT specialists and medical staff to establish the current
state of information security in health care facilities. These studies help the author to further
prepare a complete analysis of the researched problem.

A theoretical study of the literature has been carried out and on the basis of the conducted
empirical research a conceptual model has been proposed, which aims to achieve an optimal
level of information protection in the medical institutions. The model for information security
is based on good practices, meeting security standards and satisfying the regulatory and
regulatory requirements. The ideas proposed by the author are fully applicable in the practice
of treatment. The most valuable thing, in my opinion, is that the architecture proposed by the
author for security management in a healthcare facility does not require large investments, but
coordination between the individual participants in the communication.

A wide range of technologies are presented in the development: to ensure network security; to
ensure the security of applications and devices that work with network access and manage
their vulnerabilities. A SWOT analysis of the technologies providing information security was
made, concluding that their strengths and weaknesses, dangers and new opportunities should
be the basis for a critical assessment of their implementation in information systems.

2. Is there any data that the proposed ideas and results have already found echo and
recognition in the specialized scientific literature.

No citations were found to the publications suggested by the author. The publications
themselves are rather new, so the response is expected in the coming years.



IV. Critical notes, questions and recommendations on the dissertation.

The development testifies to the good awareness of the author regarding the management of
information security in healthcare facilities.

My remarks refer to the figures, which are largely from literary sources. An author's figures
and illustrations should predominate in a dissertation, and not only in the analytical third
chapter. The main figs. 3.7 and 3.8, representing the author's concept, have a rather poor
quality of visualization.

My question is about protecting the data inside the system by encrypting the data (discussed
on pages 154-155). What is the author's opinion - won't this significantly slow down the
processing and receiving a real-time response, as any decryption requires time. In which cases
can the different levels of encryption be applied, as the author pointed out?

V. Summary conclusion and opinion.

The peer-reviewed dissertation testifies for the author's knowledge and skills to conduct
independent scientific and applied research. Based on the above assessment of the presented
work, I believe that are fulfilled the requirements of Bulgarian laws and the Rules for the
development of the academic staff in "D. A. Tsenov ”, regarding on obtaining the scientific
degree of Doctor. I give a positive assessment - YES, to the dissertation, proposing to the
scientific jury to award Vladislav Vladimirov Vassilev educational and scientific degree
"Doctor", doctoral program "Application of computer technology in economics".

Date: 28.05.2021 Reviewer: ..
(V/Lazarova)



